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Breoshia Drummond
254-813-4327 | Breoshia15brodie@gmail.com | Katy, Texas

Network Infrastructure | Project Manager | Scrum Master
Result driven IT Lead with experience in cloud networking and security engineering. Proven history in project management, team collaboration, and budget management, consistently achieving operational excellence and enhanced security protocols.
WORK EXPERIENCE
NC Community Colleges– Remote                                                                           2023 - Present
Sr. Cloud Network & Security Engineer/ Scrum Master

· Support all 58 North Carolina Community Colleges to access the System Office infrastructure.
· Evaluate new security technologies, recommending solutions that align with organizational needs.
· Design and deploy secure network infrastructure configurations, minimizing potential attack surfaces and preventing unauthorized access attempts.
· Collaborate with vendors and suppliers to assess third-party risk levels, ensuring that external partners adhered to organizational security standards.
· Conduct regular system audits, identify opportunities for optimization, and cost reduction.
· Reduced downtime and ensured business continuity by designing and implementing disaster recovery strategies for critical systems in the cloud.
· Mitigated potential security threats with regular vulnerability assessments and proactive implementation of necessary patches or updates in the cloud infrastructure.
·  Scrum Master for Infrastructure. Collaborated with Product Owners to refine user stories and establish clear acceptance criteria.
· Conducted daily stand-up meetings, sprint planning sessions, and retrospectives, fostering effective communication among team members.
· Coordinated cross-functional teams to ensure alignment on project goals and deliverables.

NC Community Colleges– Hybrid                                                                              2023 - 2024
Network Administrator
· Configured and maintained network infrastructure to ensure optimal performance and security.
· Monitored network traffic to identify and resolve connectivity issues proactively.
· Implemented backup solutions to safeguard data integrity and availability.
· Installed, configured, and supported local area network (LAN), wide area network (WAN), and Internet system.
· Authored documentation for system configuration and troubleshooting.
· Enabled seamless remote work capabilities by configuring and maintaining VPN access for employees.

Seymour Johnson AFB                                                                                               2016 - 2023
Network Infrastructure Supervisor

· Managed customer service operations involving call and email channels to provide prompt resolutions for client network connectivity and Local Area Network (LAN) issues.
· Responsible for the installation, maintenance, and troubleshooting of network systems including wireless access points, routers, switches, VOIP phones, and printers Managed BMC Remedy Ticketing system by creating, updating, and closing/resolving troubled tickets.
· Experience in monitoring the health and status of the network using SolarWinds designated monitoring system. Proficient in configuring and utilizing SolarWinds tools to identify and address network issues promptly.
· Trained technicians on installing, terminating, and testing Cat5/6, and Fiber optic cable.
· Conducted basic Layer 1 and 2 Troubleshooting. Robust comprehension of Layer 2 switching, NAT, DHCP, TCP/IP, and Wi-Fi networks.
· Developed 5 standard operating procedures (SOPs) for network system security operations and incident response.
EDUCATION & CERTIFICATIONS		
Trident University International| Cypress, CA
Bachelor of Science: Information Technology Management| Expected: 05/2026

Community College of The Air Force| Montgomery, AL
Associate of Science: Information Technology | 05/2023.
CompTIA Security+ Certified

PROFESSIONAL SKILLS
· Networking.
· Scrum Master/ Agile practices.
· Team Management.
· Windows Server Management.



